
receiving an inbound packet at the inbound port; 

classifying the inbound packet in a selectej^eme of the plurality of inbound queues 
according to packet sorting criteria; 

storing the inbound packeJ^fTthe selected one of the plurality of inbound queues; and 

determining when jmo of the plurality of inbound queues storing a plurality of packets is 
ready to be moved to an entry in an outbound queue associated with the outbound port, the 
outbound queue b^mg capable of simultaneously storing a reference to a multiplicity of inbound 
queues such thdt a reference to each of the multiplicity of inbound queues is separately stored in 
a differenl/ one of a plurality of entries in the outbound queue, each of the multiplicity of inbound 
queues/storing a plurality of packets to be separately transmitted. 



2. (Once Amended) The method as reti^d in claim 1, further including: 

asserting an interrupt when it is d^ermined that one of the plurality of inbound queues is 
ready to be moved to an outbound arfeue. 



The method ^recited in claim 1, wherein classifying the inbound packet includes: 
selectin&qnbound packet sorting criteria; 

obtaming packet sorting data for the inbound packet, the packet sorting data being 
associated with the packet sorting criteria; and 

sorting the inbound packet into one of the plurality of inbound queues according to the 
pa6ket sorting data. 





\s '4. (Once Amende<f) The method as recited in claim 1, the selected one of the plurality 

of inbound queued corresponding to one of a plurality of outbound queues , the method further 
comprising: 



p 1 



transferring the selected oue^6f the plurality of inbound queues storing a plurality of 
packets to the outbound qudue associated with the outbound port such that a reference to the 
selected inbound quene storing a plurality of packets is stored in a single one of a plurality of 
entries in the outbound queue . 




5. The method as recited in claim 1, wherein storing thp^nbound packet includes: 
obtaining an available packet buffer from a free pool'of available packet buffers; 



placing the inbound packet in the packet Imffer; and 



storing the packet buffer in the inbound queue. 



6. The method as recited in claim 1, wherein determining when one of the plurality of 
inbound queues is ready to be/moved to an outbound queue includes: 

determining whether/a number of packets in one of the plurality of inbound queues exceeds 
a maximum number of tickets. 



7. The methodras recited in claim 1, wherein determining when one of the plurality of 
inbound queue/ is ready to be moved to an outbound queue includes: 

determining whether a number of bytes in one of the plurality of inbound queues exceeds a 
maximummumber of bytes. 



8. / The method as recited in claim 1, wherein determining when one of the plurality of 
inbound queues is ready to be moved to an outbound queue further includes: 

determining whether a free pool of available memory has been depleted. 
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9. The method as recited kKftaim 1, wherein determining when one of the plurality of 
inbound queues is readV/fco be moved to an outbound queue further includes: 

determinine/whether a maximum time limit has been exceeded. 



^ fo. (Three Times Amended) A mejhod for providing an outbound controller for a router, 

the router having an inbound port and aj/outbound port, a memory, and a CPU, the outbound 
controller being adapted for forwardii^g packets at the outbound port, the method comprising: 

providing an outbound qWie associated with the outbound port and being capable of 
simultaneously storing a plurality of inbound queues; 

receiving a notification to handle an inbound queue, the inbound queue storing a plurality 
of packets that are to #e separately transmitted ; [and] 

transferring/me inbound queue storing a plurality of packets to a single entry in the 
outbound queue associated with the outbound port such that a reference to the inbound queue 
storing a pliu^ality of packets is stored in one of a plurality of entries in the outbound queue ; and 

repeating the receiving and transferring steps for the plurality of inbound queues such that a 
referen/e to each of the plurality of inbound queues is separately stored in a different one of the 
plurality of entries in the outbound queue . 



11. The method as recited in claim 10, wherein receiving the notification includes: 



receiving a notification from t 




to handle the inbound queue. 



12. The method as reeled in claim 10, further including: 



transmitting plackets stored in the outbound queue. 



13. Theymethod as recited in claim 10, wherein transmitting packets includes: 
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selectively discarding packets stored in the outbound queue. 



14. The method as recited in claim 10, wherein traj^^mitting packets stored in the outbound 
queue further includes: 

obtaining a next one of the plurality oKnbound queues stored in the outbound queue; 

transmitting selected packets stored in the next one of the plurality of inbound queues; and 

releasing memory associated with the next one of the plurality of inbound queues. 



15. The method as recjred in claim 14, wherein releasing the memory includes: 
storing the released memory in a free pool of available packet buffers. 



16. The method as recited in claim 14, wherein releasing the memory includes: 
forming a new inbound queue to be used by an inbound controller. 




The method as recited in claim 14, wherein releasing the memory includes: 
forming a queue to be used by the outbound controller during bi-directional operation. 




8. (Once Amended) Tfie method as recited in claim 10, wherein transferring the 

inbound queue to the outbound queue further includes: 

ascertaining a priority of the inbound queue; and 

transferring the inbound queue to a single entry in the outbound queue according to the 
priority of the inbound queue. 
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19. (Twice) A method for forwarding a packet in a router, the router havine^plurality of 
inbound ports and a plurality of outbound ports, a memory, and a CPU, th^method comprising: 

providing a plurality of inbound queues for one of the pluralit^of inbound ports; 

providing a plurality of outbound queues, each one of the plurality of outbound queues 
corresponding to one of the plurality of outbound ports anp being capable of simultaneously 
storing a plurality of inbound queues; 

receiving an inbound packet at the one of the/^lurality of inbound ports; 

classifying the inbound packet in a selecjied one of the plurality of inbound queues 
according to packet sorting criteria; 

storing the inbound packet in the delected one of the plurality of inbound queues; 

repeating the steps of receiving, [providing,] classifying, and storing until an interrupt is 
asserted; and 

transferring one of the plurality of inbound queues storing a plurality of packets to one of 
the plurality of outbound queues corresponding to the packet sorting criteria when the interrupt is 
asserted such that a reference to the one of the plurality of inbound queues storing a plurality of 
packets is stored in a smgle one of a plurality of entries in the one of the plurality of outbound 
queues , wherein eacVof the plurality of packets in the one of the plurality of inbound queues is 
to be separately transmitted . 



20. (Three Times Amended) An inbound controller for a router, the router having an 

inbound poryand an outbound port, a memory, and a CPU, the inbound controller being adapted 
for receiving an inbound packet at the inbound port, comprising: 

a packet receiving module coupled to the inbound port, the packet receiving module being 
adapter for receiving an inbound packet; 

' wherein the memory has stored therein: 



a plurality of inbound queues for the inbound port; 
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a classifier adapted for classifying the inbound pagkefm a selected one of the 
plurality of inbound queues according to papket sorting criteria; 

a packet storing module coupled ta4he classifier, the packet storing module being 
adapted for storing the inboundpacket in the selected one of the plurality of inbound 
queues; and / 

a module adaptecLror determining when one of the plurality of inbound queues is 
ready to be moved to an entry in an outbound queue associated with the outbound 
port, the ouroound queue being capable of simultaneously storing a multiplicity of 
inbound/queues, a reference to each of the multiplicity of inbound queues being 
storecr in a different one of a plurality of entries in the outbound queue [and] , each of 
tho^nultiplicitv of inbound queues storing a plurality of packets that are to be 
Separately transmitted . 



21 . The inbound controller as recited in claim 20, furtjadr including: 

a module adapted for providing the detemrined one of the plurality of inbound queues. 

22. The inbound controller as recrfed in claim 20, further including: 

a module adapted for asserting an interrupt when it is determined that one of the plurality 
of inbound queues is ready J!o be moved by the CPU to the outbound queue. 

23. The inbound controller as recited in claim 20, wherein the packet storing module includes: 

a memory obtaining module adapted for obtaining an available packet buffer from a free 
pool of available packet buffers; 

a moduie adapted for placing the inbound packet in the packet buffer; and 

a moaule adapted for storing the packet buffer in the inbound queue. 
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24. The inbound controller as recited in claiizr'20, wherein the module adapted for determining 
when one of the plurality of inbound cp*£ues is ready to be moved to an outbound queue 
includes: 



a module adapted for determining whether a number of packets in one of the plurality of 
inbound queues exceeds a maximum number of packets. 
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25. The inbound controller as recited in claim 20, wherein the module adapted fopietermining 
when one of the plurality of inbound queues is ready to be moved to an outbtfund queue 
includes: 

a module adapted for determining whether a numb^p^f bytes in one of the plurality of 
inbound queues exceeds a maximum number of bytj 



26. The inbound controller as recitejnn claim 20, wherein the module adapted for determining 
when one of the plurality of inbound queues is ready to be moved to an outbound queue 
includes: 

a module adapted fq/determining whether a free pool of available memory has been 
depleted. 



27. The inbound controller as recited in claim 20, wherein the module adapted for determining 
when one of $ie plurality of inbound queues is ready to be moved to an outbound queue 
includes: 

a module adapted for determining whether a maximum time limit has been exceeded. 




(Three Times Amended) >^An outbound controller for a router, the router having an 
inbound port and an outboun^ort, a memory, and a CPU, the outbound controller being adapted 
for forwarding packets af/fne outbound port, comprising: 

a module ad^ted for receiving a notification to handle an inbound queue associated with 
the inbound port, the inbound queue storing a plurality of packets; 

wherein at least one of the CPU and the memory are adapted for storing an outbound queue 
associated with the outbound port, the outbound queue being capable of simultaneously storing a 
plurality of inbound queues in a plurality of entries in the outbound queue, each of the plurality 
of inbound queues storing a plurality of packets that are to be separately transmitted ; and 
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a queue transferring modijl^adapted for transferring the inbound queue storing a plurality 
of packets to [an] a single^ emrv in the outbound queue such that a reference to the inbound queue 
is stored in the entry^fi^flie outbound queue . 



29. The outbound controller as recited in claim 28, wherein the modute adapted for receiving 
the notification includes a module adapted for receiving the notifkiation from the CPU. 



30. The outbound controller as recited in claim 28/hirther including: 

a module adapted for transmitting packets/stored in the outbound queue. 



31. The outbound controller as recited in claim 30, wherein the module adapted for 
transmitting packets includes: 

a module adapted for selectively discarding packets stored in the outbound queue. 



32. The outbound controller as recited in claim 30, wherein the module adapted for 
transmitting packets stored in the outbound queue includes: 

a module adapxed for obtaining a next one of the plurality of inbound queues stored in the 
outbound queue; 

a packet transmission module adapted for transmitting selected packets stored in the next 
one of the plurality of inbound queues; and 

a memory releasing module adapted for releasing memory associated with the next one of 
the plurality of inbound queues. 



33. /The outbound controller as recited in claim 32, wherein the memory releasing module 
includes: 
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a module adapted for storing the released memory in a 
buffers. 



;e pool of available packet 



34. The outbound controller ^recited in claim 32, wherein the released memory forms a new 
inbound queue to be used hy^an inbound controller. 



35. The outbotmd controller as recited in claim 32, wherein the released memory forms a queue 
to be used bythe outbound controller during bi-directional operation. 

^36. (Once Amended) The outbound cojtfroller as recited in claim 28, wherein the queue 

transferring module is adapted for transferang the inbound queue to a single entry in the 
outbound queue according to a priorityof the inbound queue. 



37. (Twice Amended) / A router having a plurality of inbound ports and a plurality of 
outbound ports, a menWy, and a CPU, comprising: 

an inbound controller coupled to one of the plurality of inbound ports, the inbound 
controller beingyadapted for receiving an inbound packet; 

wherein the memory has stored therein: 

a plurality of inbound queues for the one of the plurality of inbound ports, each one of the 
plurali/y of inbound queues being capable of storing a plurality of packets that are to be 
separately transmitted ; 

a plurality of outbound queues, each one of the plurality of outbound queues corresponding 
io one of the plurality of outbound ports and being capable of simultaneously storing a plurality 
of inbound queues such that a reference to each of the plurality of inbound queues is stored in a 
different [in] one of a plurality of entries in the one of the plurality of outbound queues; and 
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a classifier coupled to the inbound controller, the classifier being adapted for classifying 
the inbound packet in a selected one of the plurality ofmbound queues according to packet 
sorting criteria, the selected one of the plurality^*! inbound queues being associated with one of 
the plurality of outbound queues; 

wherein the inbound controllers adapted for storing the inbound packet in the selected one 
of the plurality of inbound quejjes. 



3 8 . (Once Amende* 



The router as recited in claim 37, further including: 



an outbound controller coupled to the inbound controller; 

whereiii the inbound controller selects one of the plurality of inbound queues to be 
transferredro the outbound controller; 

wtterein the outbound controller is adapted for storing a reference to the selected one of the 
plurality of inbound queues in an entry in one of the plurality of outbound queues associated with 
the packet sorting criteria and transmitting packets stored in the one of the plurality of outbound 
queues. 



39. The router as recited in claim/£7, wherein the inbound controller further includes: 

a memory obtaining module coupled to the classifier, the memory obtaining module being 
adapted for obtaining memory for an inbound packet to permit the inbound packet to be stored in 
the selected one of the plurality of inbound queues in which the inbound packet is classified. 



40. The router as recited in claim 38, wherein the outbound controller further includes: 

a memory releasing module adapted for releasing selected packet buffers associated with 
packets stored in the one of the plurality of outbound queues. 
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41 . The router as recited in claim 40, wherein^thememory further includes a free pool of 
available packet buffers and the memory^r^leasing module is adapted for releasing the selected 
packet buffers into the free pool. 



42. The router as incited in claim 38, wherein the outbound controller further includes: 

a mempiy releasing module adapted for providing a new inbound queue to the inbound 
controllei/K) replace the selected one of the plurality of inbound queues. 




"7 



(Three Times Amended) 



An encryption system, comprising: 



an inbound controller adapted for receiving an inbound packet; 

a classifier coupled to the ipbound controller and adapted for classifying and storing the 
inbound packet in one of a phirality of inbound queues; 

an outbound contrmler adapted for receiving the one of the plurality of inbound queues, the 
one of the plurality pr inbound queues storing a plurality of packets to be separately transmitted ; 
and 

an encryption box coupled to the outbound controller, the encryption box being adapted for 
encryptingahe one of the plurality of inbound queues to provide an encrypted inbound queue to 
the outbound controller for transmission , wherein the outbound controller includes an outbound 
classifier adapted for classifying the encrypted inbound queue in one of a plurality of outbound 
quei/es associated with a plurality of outbound ports, the outbound controller being adapted for 
storing a reference to the encrypted inbound queue in a single entry in the one of the plurality of 
Outbound queues, and transmitting data stored in the one of the plurality of outbound queues . 




The method as recited in claim 2, further comprising: 
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when the interrupt is asserted, transferring the one of the plurality of inbound queues to 
an entry in the outbound queue or an outbound controller associated with the outbound queue. 



46. (Once Amended) The method as recited in claim 45, wherein transferring the one of 
the plurality of inbound queues to an entry iru fne outbound queue or an outbound controller 
associated with the outbound queue is performed by the CPU. 



D 



47. (Once Amended) The method as recited in claim 45, wherein transferring the one of 
the plurality of inbound queues to an entry in the outbound queue or an outbound controller 
associated with the outbound queue comprises: 

transferrin g a/reference to the one of the plurality of inbound queues to an entry in an 
outbound queue corresponding to a priority associated with the one of the plurality of inbound 
queues. 




48. (Once Amended) The method as recited in claim 45, wherein transferring the one of 
the plurality of inbound queues to the outbound queue or an outbound controller associated with 
the oytbound queue comprises: 

transferring a pointer to the one of the plurality of inbound queues to an entry in an 
outbound queue associated with the one of the plurality of inbound queues. 



49. The method as recj^d in claim 43, wherein the inbound queue stores therein a plurality of 
packets, and whereiiytfie encryption box does not encrypt each of the plurality of packets. 



50. The method as recited in claim 43, wherein the encryption box is adapted for encrypting 
the inbound queue as an entity such that a single encryption step is performed. 
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5/. (Once Amended) The method as recited in claim 10, wherein^ the 

inbound queue to a single entry in the outbound queue is performejHSy the CPU in response to an 
interrupt. S 

52. (Once Amended) The method as recited in claim 1, wherein the outbound queue 
comprises a plurality of entries, each of the plurality of entries simultaneously storing or 
identifying one of the multiplicity of inboujra queues. 

53. (Twice Amended) A computer-readable medium storing thereon computer-readable 
instructions for forwarding a pac&et in a router, the router having a plurality of inbound ports and 
a plurality of outbound ports, ac memory, and a CPU, the method comprising: 

instructions for providing a plurality of inbound queues for one of the plurality of inbound 
ports; / 

instructions forproviding a plurality of outbound queues, each one of the plurality of 
outbound queues corresponding to one of the plurality of outbound ports and being capable of 
simultaneously storing a plurality of inbound queues such that a reference to each of the plurality 
of inbound queues is simultaneously stored in a different one of a plurality of entries in the one 
of the plurality of outbound queues; 

instructions for receiving an inbound packet at the one of the plurality of inbound ports; 

instructions for classifying the inbound packet in a selected one of the plurality of inbound 
queues according to packet sorting criteria; 

instructions for storing the inbound packet in the selected one of the plurality of inbound 
queues; 

/ instructions for repeating the steps of receiving, [providing,] classifying, and storing until 
ail interrupt is asserted; and 

I instructions for transferring one of the plurality of inbound queues to one of the plurality of 
outbound queues corresponding to the packet sorting criteria when the interrupt is asserted such 
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that a pointer to the transferred one of the plurality of inbound queues is stored in one of a 
plurality of entries in the one of the plurality of outbound queues , the one of the pluj?alitv of 
inbound queues storing a plurality of packets that are to be separately transmitted. 



p 1 



54. (Twice Amended) An apparatus for forwarding a^acket in a router, the router having 
a plurality of inbound ports and a plurality of outbound jxms, a memory, and a CPU, the method 
comprising: 

means for providing a plurality of inbound queues for one of the plurality of inbound ports; 

means for providing a plurality of ombound queues, each one of the plurality of outbound 
queues corresponding to one of the ph^ality of outbound ports and being capable of 
simultaneously storing a plurality of inbound queues such that a reference to each of the plurality 
of inbound queues is stored in ayaifferent one of a plurality of entries in the one of the plurality of 
outbound queues; 

means for receiving/^n inbound packet at the one of the plurality of inbound ports; 

means for classifying the inbound packet in a selected one of the plurality of inbound 
queues according to/packet sorting criteria; 

means for storing the inbound packet in the selected one of the plurality of inbound queues; 

means far repeating the steps of receiving, [providing,] classifying, and storing until an 
interrupt is asserted; and 

means for transferring one of the plurality of inbound queues to one of the plurality of 
outbouna queues corresponding to the packet sorting criteria when the interrupt is asserted such 
that a reference to the transferred one of the plurality of inbound queues is stored in a single one 
of a plurality of entries in the one of the plurality of outbound queues , the one of the plurality of 
inboiind queues storing a plurality of packets that are to be separately transmitted . 



CISCP054 



-16- 



REPLACEMENT SHEETS 



1 . (Three Times Amended) A method for providing an inbound controller for a router, 
the router having an inbound port and an outbound port, a memory, and a CPU, the inbound 
controller being adapted for receiving an inbound packet at the inbound port, the method 
comprising: 

providing a plurality of inbound queues for the inbound port; 
receiving an inbound packet at the inbound port; 

classifying the inbound packet in a selected one of the plurality of inbound queues 
according to packet sorting criteria; 

storing the inbound packet in the selected one of the plurality of inbound queues; and 

determining when one of the plurality of inbound queues storing a plurality of packets is 
ready to be moved to an entry in an outbound queue associated with the outbound port, the 
outbound queue being capable of simultaneously storing a reference to a multiplicity of inbound 
queues such that a reference to each of the multiplicity of inbound queues is separately stored in 
a different one of a plurality of entries in the outbound queue, each of the multiplicity of inbound 
queues storing a plurality of packets to be separately transmitted. 

2. (Once Amended) The method as recited in claim 1, further including: 

asserting an interrupt when it is determined that one of the plurality of inbound queues is 
ready to be moved to an outbound queue. 

3. The method as recited in claim 1, wherein classifying the inbound packet includes: 
selecting inbound packet sorting criteria; 

obtaining packet sorting data for the inbound packet, the packet sorting data being 
associated with the packet sorting criteria; and 
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sorting the inbound packet into one of the plurality of inbound queues according to the 
packet sorting data. 

4. (Once Amended) The method as recited in claim 1 , the selected one of the plurality 
of inbound queues corresponding to one of a plurality of outbound queues, the method further 
comprising: 

transferring the selected one of the plurality of inbound queues storing a plurality of 
packets to the outbound queue associated with the outbound port such that a reference to the 
selected inbound queue storing a plurality of packets is stored in a single one of a plurality of 
entries in the outbound queue. 

5. The method as recited in claim 1, wherein storing the inbound packet includes: 
obtaining an available packet buffer from a free pool of available packet buffers; 

placing the inbound packet in the packet buffer; and 
storing the packet buffer in the inbound queue. 

6. The method as recited in claim 1, wherein determining when one of the plurality of 
inbound queues is ready to be moved to an outbound queue includes: 

determining whether a number of packets in one of the plurality of inbound queues exceeds 
a maximum number of packets. 

7. The method as recited in claim 1, wherein determining when one of the plurality of 
inbound queues is ready to be moved to an outbound queue includes: 

determining whether a number of bytes in one of the plurality of inbound queues exceeds a 
maximum number of bytes. 
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8. The method as recited in claim 1 , wherein determining when one of the plurality of 
inbound queues is ready to be moved to an outbound queue further includes: 

determining whether a free pool of available memory has been depleted. 
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9. The method as recited in claim 1, wherein determining when one of the plurality of 
inbound queues is ready to be moved to an outbound queue further includes: 

determining whether a maximum time limit has been exceeded. 

10. (Three Times Amended) A method for providing an outbound controller for a router, 
the router having an inbound port and an outbound port, a memory, and a CPU, the outbound 
controller being adapted for forwarding packets at the outbound port, the method comprising: 

providing an outbound queue associated with the outbound port and being capable of 
simultaneously storing a plurality of inbound queues; 

receiving a notification to handle an inbound queue, the inbound queue storing a plurality 
of packets that are to be separately transmitted; 

transferring the inbound queue storing a plurality of packets to a single entry in the 
outbound queue associated with the outbound port such that a reference to the inbound queue 
storing a plurality of packets is stored in one of a plurality of entries in the outbound queue; and 

repeating the receiving and transferring steps for the plurality of inbound queues such that a 
reference to each of the plurality of inbound queues is separately stored in a different one of the 
plurality of entries in the outbound queue. 

1 1 . The method as recited in claim 10, wherein receiving the notification includes: 
receiving a notification from the CPU to handle the inbound queue. 

12. The method as recited in claim 10, further including: 
transmitting packets stored in the outbound queue. 

13. The method as recited in claim 10, wherein transmitting packets includes: 
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selectively discarding packets stored in the outbound queue. 

14. The method as recited in claim 10, wherein transmitting packets stored in the outbound 
queue further includes: 

obtaining a next one of the plurality of inbound queues stored in the outbound queue; 

transmitting selected packets stored in the next one of the plurality of inbound queues; and 

releasing memory associated with the next one of the plurality of inbound queues. 

15. The method as recited in claim 14, wherein releasing the memory includes: 
storing the released memory in a free pool of available packet buffers. 

16. The method as recited in claim 14, wherein releasing the memory includes: 
forming a new inbound queue to be used by an inbound controller. 

17. The method as recited in claim 14, wherein releasing the memory includes: 
forming a queue to be used by the outbound controller during bi-directional operation. 

18. (Once Amended) The method as recited in claim 10, wherein transferring the 
inbound queue to the outbound queue further includes: 

ascertaining a priority of the inbound queue; and 

transferring the inbound queue to a single entry in the outbound queue according to the 
priority of the inbound queue. 
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19. (Twice) A method for forwarding a packet in a router, the router having a plurality of 
inbound ports and a plurality of outbound ports, a memory, and a CPU, the method comprising: 

providing a plurality of inbound queues for one of the plurality of inbound ports; 

providing a plurality of outbound queues, each one of the plurality of outbound queues 
corresponding to one of the plurality of outbound ports and being capable of simultaneously 
storing a plurality of inbound queues; 

receiving an inbound packet at the one of the plurality of inbound ports; 

classifying the inbound packet in a selected one of the plurality of inbound queues 
according to packet sorting criteria; 

storing the inbound packet in the selected one of the plurality of inbound queues; 

repeating the steps of receiving, classifying, and storing until an interrupt is asserted; and 

transferring one of the plurality of inbound queues storing a plurality of packets to one of 
the plurality of outbound queues corresponding to the packet sorting criteria when the interrupt is 
asserted such that a reference to the one of the plurality of inbound queues storing a plurality of 
packets is stored in a single one of a plurality of entries in the one of the plurality of outbound 
queues, wherein each of the plurality of packets in the one of the plurality of inbound queues is 
to be separately transmitted. 

20. (Three Times Amended) An inbound controller for a router, the router having an 
inbound port and an outbound port, a memory, and a CPU, the inbound controller being adapted 
for receiving an inbound packet at the inbound port, comprising: 

a packet receiving module coupled to the inbound port, the packet receiving module being 
adapted for receiving an inbound packet; 

wherein the memory has stored therein: 

a plurality of inbound queues for the inbound port; 
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a classifier adapted for classifying the inbound packet in a selected one of the 
plurality of inbound queues according to packet sorting criteria; 

a packet storing module coupled to the classifier, the packet storing module being 
adapted for storing the inbound packet in the selected one of the plurality of inbound 
queues; and 

a module adapted for determining when one of the plurality of inbound queues is 
ready to be moved to an entry in an outbound queue associated with the outbound 
port, the outbound queue being capable of simultaneously storing a multiplicity of 
inbound queues, a reference to each of the multiplicity of inbound queues being 
stored in a different one of a plurality of entries in the outbound queue, each of the 
multiplicity of inbound queues storing a plurality of packets that are to be separately 
transmitted. 

21 . The inbound controller as recited in claim 20, further including: 

a module adapted for providing the determined one of the plurality of inbound queues. 

22. The inbound controller as recited in claim 20, further including: 

a module adapted for asserting an interrupt when it is determined that one of the plurality 
of inbound queues is ready to be moved by the CPU to the outbound queue. 

23. The inbound controller as recited in claim 20, wherein the packet storing module includes: 

a memory obtaining module adapted for obtaining an available packet buffer from a free 
pool of available packet buffers; 

a module adapted for placing the inbound packet in the packet buffer; and 

a module adapted for storing the packet buffer in the inbound queue. 
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24. The inbound controller as recited in claim 20, wherein the module adapted for determining 
when one of the plurality of inbound queues is ready to be moved to an outbound queue 
includes: 

a module adapted for determining whether a number of packets in one of the plurality of 
inbound queues exceeds a maximum number of packets. 
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25. The inbound controller as recited in claim 20, wherein the module adapted for determining 
when one of the plurality of inbound queues is ready to be moved to an outbound queue 
includes: 

a module adapted for determining whether a number of bytes in one of the plurality of 
inbound queues exceeds a maximum number of bytes. 

26. The inbound controller as recited in claim 20, wherein the module adapted for determining 
when one of the plurality of inbound queues is ready to be moved to an outbound queue 
includes: 

a module adapted for determining whether a free pool of available memory has been 
depleted. 

27. The inbound controller as recited in claim 20, wherein the module adapted for determining 
when one of the plurality of inbound queues is ready to be moved to an outbound queue 
includes: 

a module adapted for determining whether a maximum time limit has been exceeded. 

28. (Three Times Amended) An outbound controller for a router, the router having an 
inbound port and an outbound port, a memory, and a CPU, the outbound controller being adapted 
for forwarding packets at the outbound port, comprising: 

a module adapted for receiving a notification to handle an inbound queue associated with 
the inbound port, the inbound queue storing a plurality of packets; 

wherein at least one of the CPU and the memory are adapted for storing an outbound queue 
associated with the outbound port, the outbound queue being capable of simultaneously storing a 
plurality of inbound queues in a plurality of entries in the outbound queue, each of the plurality 
of inbound queues storing a plurality of packets that are to be separately transmitted; and 
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a queue transferring module adapted for transferring the inbound queue storing a plurality 
of packets to a single entry in the outbound queue such that a reference to the inbound queue is 
stored in the entry in the outbound queue. 

29. The outbound controller as recited in claim 28, wherein the module adapted for receiving 
the notification includes a module adapted for receiving the notification from the CPU. 

30. The outbound controller as recited in claim 28, further including: 

a module adapted for transmitting packets stored in the outbound queue. 

31. The outbound controller as recited in claim 30, wherein the module adapted for 
transmitting packets includes: 

a module adapted for selectively discarding packets stored in the outbound queue. 

32. The outbound controller as recited in claim 30, wherein the module adapted for 
transmitting packets stored in the outbound queue includes: 

a module adapted for obtaining a next one of the plurality of inbound queues stored in the 
outbound queue; 

a packet transmission module adapted for transmitting selected packets stored in the next 
one of the plurality of inbound queues; and 

a memory releasing module adapted for releasing memory associated with the next one of 
the plurality of inbound queues. 

33. The outbound controller as recited in claim 32, wherein the memory releasing module 
includes: 
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a module adapted for storing the released memory in a free pool of available packet 
buffers. 

34. The outbound controller as recited in claim 32, wherein the released memory forms a new 
inbound queue to be used by an inbound controller. 

35. The outbound controller as recited in claim 32, wherein the released memory forms a queue 
to be used by the outbound controller during bi-directional operation. 

36. (Once Amended) The outbound controller as recited in claim 28, wherein the queue 
transferring module is adapted for transferring the inbound queue to a single entry in the 
outbound queue according to a priority of the inbound queue. 

37. (Twice Amended) A router having a plurality of inbound ports and a plurality of 
outbound ports, a memory, and a CPU, comprising: 

an inbound controller coupled to one of the plurality of inbound ports, the inbound 
controller being adapted for receiving an inbound packet; 

wherein the memory has stored therein: 

a plurality of inbound queues for the one of the plurality of inbound ports, each one of the 
plurality of inbound queues being capable of storing a plurality of packets that are to be 
separately transmitted; 

a plurality of outbound queues, each one of the plurality of outbound queues corresponding 
to one of the plurality of outbound ports and being capable of simultaneously storing a plurality 
of inbound queues such that a reference to each of the plurality of inbound queues is stored in a 
different one of a plurality of entries in the one of the plurality of outbound queues; and 
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a classifier coupled to the inbound controller, the classifier being adapted for classifying 
the inbound packet in a selected one of the plurality of inbound queues according to packet 
sorting criteria, the selected one of the plurality of inbound queues being associated with one of 
the plurality of outbound queues; 

wherein the inbound controller is adapted for storing the inbound packet in the selected one 
of the plurality of inbound queues. 

38. (Once Amended) The router as recited in claim 37, further including: 
an outbound controller coupled to the inbound controller; 

wherein the inbound controller selects one of the plurality of inbound queues to be 
transferred to the outbound controller; 

wherein the outbound controller is adapted for storing a reference to the selected one of the 
plurality of inbound queues in an entry in one of the plurality of outbound queues associated with 
the packet sorting criteria and transmitting packets stored in the one of the plurality of outbound 
queues. 

39. The router as recited in claim 37, wherein the inbound controller further includes: 

a memory obtaining module coupled to the classifier, the memory obtaining module being 
adapted for obtaining memory for an inbound packet to permit the inbound packet to be stored in 
the selected one of the plurality of inbound queues in which the inbound packet is classified. 

40. The router as recited in claim 38, wherein the outbound controller further includes: 

a memory releasing module adapted for releasing selected packet buffers associated with 
packets stored in the one of the plurality of outbound queues. 
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41 . The router as recited in claim 40, wherein the memory further includes a free pool of 
available packet buffers and the memory releasing module is adapted for releasing the selected 
packet buffers into the free pool. 

42. The router as recited in claim 38, wherein the outbound controller further includes: 

a memory releasing module adapted for providing a new inbound queue to the inbound 
controller to replace the selected one of the plurality of inbound queues. 

43. (Three Times Amended) An encryption system, comprising: 
an inbound controller adapted for receiving an inbound packet; 

a classifier coupled to the inbound controller and adapted for classifying and storing the 
inbound packet in one of a plurality of inbound queues; 

an outbound controller adapted for receiving the one of the plurality of inbound queues, the 
one of the plurality of inbound queues storing a plurality of packets to be separately transmitted; 
and 

an encryption box coupled to the outbound controller, the encryption box being adapted for 
encrypting the one of the plurality of inbound queues to provide an encrypted inbound queue to 
the outbound controller for transmission, wherein the outbound controller includes an outbound 
classifier adapted for classifying the encrypted inbound queue in one of a plurality of outbound 
queues associated with a plurality of outbound ports, the outbound controller being adapted for 
storing a reference to the encrypted inbound queue in a single entry in the one of the plurality of 
outbound queues, and transmitting data stored in the one of the plurality of outbound queues. 



45. (Once Amended) The method as recited in claim 2, further comprising: 
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when the interrupt is asserted, transferring the one of the plurality of inbound queues to 
an entry in the outbound queue or an outbound controller associated with the outbound queue. 

46. (Once Amended) The method as recited in claim 45, wherein transferring the one of 
the plurality of inbound queues to an entry in the outbound queue or an outbound controller 
associated with the outbound queue is performed by the CPU. 

47. (Once Amended) The method as recited in claim 45, wherein transferring the one of 
the plurality of inbound queues to an entry in the outbound queue or an outbound controller 
associated with the outbound queue comprises: 

transferring a reference to the one of the plurality of inbound queues to an entry in an 
outbound queue corresponding to a priority associated with the one of the plurality of inbound 
queues. 

48. (Once Amended) The method as recited in claim 45, wherein transferring the one of 
the plurality of inbound queues to the outbound queue or an outbound controller associated with 
the outbound queue comprises: 

transferring a pointer to the one of the plurality of inbound queues to an entry in an 
outbound queue associated with the one of the plurality of inbound queues. 

49. The method as recited in claim 43, wherein the inbound queue stores therein a plurality of 
packets, and wherein the encryption box does not encrypt each of the plurality of packets. 

50. The method as recited in claim 43, wherein the encryption box is adapted for encrypting 
the inbound queue as an entity such that a single encryption step is performed. 
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5 1 . (Once Amended) The method as recited in claim 1 0, wherein transferring the 
inbound queue to a single entry in the outbound queue is performed by the CPU in response to an 
interrupt. 

52. (Once Amended) The method as recited in claim 1, wherein the outbound queue 
comprises a plurality of entries, each of the plurality of entries simultaneously storing or 
identifying one of the multiplicity of inbound queues. 

53. (Twice Amended) A computer-readable medium storing thereon computer-readable 
instructions for forwarding a packet in a router, the router having a plurality of inbound ports and 
a plurality of outbound ports, a memory, and a CPU, the method comprising: 

instructions for providing a plurality of inbound queues for one of the plurality of inbound 

ports; 

instructions for providing a plurality of outbound queues, each one of the plurality of 
outbound queues corresponding to one of the plurality of outbound ports and being capable of 
simultaneously storing a plurality of inbound queues such that a reference to each of the plurality 
of inbound queues is simultaneously stored in a different one of a plurality of entries in the one 
of the plurality of outbound queues; 

instructions for receiving an inbound packet at the one of the plurality of inbound ports; 

instructions for classifying the inbound packet in a selected one of the plurality of inbound 
queues according to packet sorting criteria; 

instructions for storing the inbound packet in the selected one of the plurality of inbound 
queues; 

instructions for repeating the steps of receiving, classifying, and storing until an interrupt is 
asserted; and 

instructions for transferring one of the plurality of inbound queues to one of the plurality of 
outbound queues corresponding to the packet sorting criteria when the interrupt is asserted such 
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that a pointer to the transferred one of the plurality of inbound queues is stored in one of a 
plurality of entries in the one of the plurality of outbound queues, the one of the plurality of 
inbound queues storing a plurality of packets that are to be separately transmitted. 

54. (Twice Amended) An apparatus for forwarding a packet in a router, the router having 
a plurality of inbound ports and a plurality of outbound ports, a memory, and a CPU, the methad 
comprising: 

means for providing a plurality of inbound queues for one of the plurality of inbound ports; 

means for providing a plurality of outbound queues, each one of the plurality of outbound 
queues corresponding to one of the plurality of outbound ports and being capable of 
simultaneously storing a plurality of inbound queues such that a reference to each of the plurality 
of inbound queues is stored in a different one of a plurality of entries in the one of the plurality of 
outbound queues; 

means for receiving an inbound packet at the one of the plurality of inbound ports; 

means for classifying the inbound packet in a selected one of the plurality of inbound 
queues according to packet sorting criteria; 

means for storing the inbound packet in the selected one of the plurality of inbound queues; 

means for repeating the steps of receiving, classifying, and storing until an interrupt is 
asserted; and 

means for transferring one of the plurality of inbound queues to one of the plurality of 
outbound queues corresponding to the packet sorting criteria when the interrupt is asserted such 
that a reference to the transferred one of the plurality of inbound queues is stored in a single one 
of a plurality of entries in the one of the plurality of outbound queues, the one of the plurality of 
inbound queues storing a plurality of packets that are to be separately transmitted. 
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